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SECURITE ET DE DEFENSE

European Security and Defence College (ESDC)

Lodz Cyber Hub at University of Lodz of Poland

“Course on Cybersecurity and
International Law”

(22-23/216/1)

PROGRAMME

Subject to change

23 January - 25 January 2023 - Residential form

Course Venue:
Brussels

Course Director
Dr. Joanna Kulesza, Lodz Cyber Hub at University of Lodz




DAY 1
09:00 - 09:30

Monday, 23 January 2023 (CET)
Registration

09:30 - 10:00

10:00 - 10:30

Welcome address:
e Prof. Joanna Kulesza, University of Lodz Dpt of International Law,
Poland
e Mr. Holger Osterrieder, Head of the European Security and Defence
College/Mr. Giuseppe Zuffanti Cyber Training Manager - European
Security and Defence College/EEAS, Brussels
Opening Address, the European Security and Defence College and the Cyber
ETEE activities:
e Mr. Giuseppe Zuffanti, Cyber Training Manager - European Security and
Defence College/EEAS, Brussels

10:30 - 11:00

Informal Tour-de-Table and group photo
e Presentation of participants

SESSION 1 - GENERAL PRINCIPLES OF INTERNATIONAL LAW IN
CYBERSPACE

11:00 - 11:45

11:45 - 12:30

e “Applying international law in cyberspace” - Dr. Talita Diaz, Chatham
House, - 30’ presentation + 15' Q&A

o ‘“Digital sovereignty” - Prof. Paul Timmers, University of Oxford - 30’
presentation + 15' Q&A TBC

12:30 - 12:45

Coffee break

SESSION 2 - CYBERSECURITY AND CYBERWAR

12:45 - 13:30

13:30 - 14:15

e Armed attack in cyberspace - passing the Article 51 UNC threshold -
Mr. David Lopes Antunes, European Defence Agency (EDA) - 45’ -
presentation including Q&A TBC

e “Cyber sanction and the EU diplomacy toolkit” - Mrs. Katarzyna CZOP
EEAS - 45’ - presentation including Q&A

14:15 - 15:15

Lunch break

SESSION 3 - INTERNET GOVERNANCE AND INTERNATIONAL LAW

15:15 - 16:00

e Internet governance, multistakeholdersim and international
lawmaking” - Ms. Elena Plexida , Vice President Government and IGOs
Engagement, Internet Corporation for Assigned Names and Numbers -
30’ - presentation including Q&A

16:00 - 16:15

Closing remarks

19:30 - 22:00

Icebreaker Dinner




DAY 2 Tuesday, 24 January 2023 (CET)
09:30 - 10:00 Registration
SESSION 4 - INTERNATIONAL CYBERCRIME AND JURISDICTION
10:00 - 10:45 e ‘“International jurisdiction in criminal cases” - Mr. Emmanuel Kessler,
EUROPOL - 30’ presentation + 15' Q&A TBC
10:45 - 11:30 e “CoE Budapest convention on cybercrime” - Ms. Denise Mazzolani,
Council of Europe - 30’ presentation + 15' Q&A
11:30 - 11:45 Coffee break
SESSION 5 - INTERMEDIARY LIABITY AND CYBERESPIONAGE
11:45 - 12:30 e “International liability and contract based jurisdiction” - 30’ -
presentation including Q&A TBC
12:30 - 13:15 e Open Source Intelligence and cyberespionage - Sara Spinelli, CERT-
EU 30’ - presentation including Q&A
13:15 - 14:15 Lunch break
SESSION 6 - PRIVACY, FREEDOM OF EXPRESSION AND HUMAN
RIGHTS
14:15 - 15:00 e “Privacy and data protection in cyberspace” - Mr Andrea Damini , DG
Migration and Home Affairs - 30’ presentation + 15' Q&A
15:00 - 15:45 e “Freedom of expression, disinformation and hate speech online” - Dr
Martyna Bildziukiewicz , European External Action Service, Head of
East Stratcom Task Force - 30’ presentation + 15' Q&A TBC
15:45 - 16:00 Closing remarks
DAY 3 Wednesday, 25 January 2023 (CET)
09:00 - 09:30 Registration
SESSION 7 - CYBERSECURITY AND CRITICAL INFRASTRUCTURE
PROTECTION
09:30 - 10:15 e “European cybersecurity and ECIs” - Ms Agnieszka Wierzbicka ,
ENISA - 30’ - presentation including Q&A
10:15 - 11:00 e “Cybersecurity Due Diligence” - dr Joanna Kulesza, University of Lodz
- 30’ presentation + 15' Q&A
11:00 - 11:30 Coffee break
SESSION 8 - CYBERSECURITY AND FUTURE TRENDS
11:30 - 12:15 o  “DNS4EU and splinternet scenarios” - Mr Chris Buckridge , RIPE NCC
- 30’ presentation + 15' Q&A
12:15 - 13:00 e “Global Governance of LEQ Satellite Broadband” - Dr Berna Akcali
Gur , Dickson Poon School of Law, KCL, London - 30’ presentation +
15'Q&A
Certificate Ceremony
13:00 - 13:30 e Prof. Joanna Kulesza, University of Lodz Dpt of International Law,
Poland
e Mr. Giuseppe Zuffanti, Cyber Training Manager - European Security
and Defence College/EEAS, Brussels
13:30 - 13:45 Closing Remarks - End of the Course

30 3340803 393100)

EUROPEAN SECURITY AND

R

.
¥
"’

e ¥

39IN0) a0

ESDC Secretariat,EEAS, 1046 Brussels,Tel: +32 2 584 6217,https://esdc.europa.eu
email: Secretariat-ESDC@eeas.europa.eu, giuseppe.zuffanti@eeas.europa.eu
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